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CITY COUNCIL REGULAR SESSION 

Resolution granting authority to the City Manager or his designee to execute a cooperative purchase 

agreement with CDW-G for security software and services from FireEye, for a 3-year term, billed 

annually, with an option to extend through years 4 and 5 in an amount not to exceed $366,061.80, plus 

all applicable taxes. 

Sabra Schneider, Chief Information Officer, 452-4890 

Jim Rawley, Network Systems and Security Lead, 452-7197 

Information Technology Department 

EXECUTIVE SUMMARY  

This Resolution will authorize the execution of a purchasing agreement with CDW-G for security 

software and services from FireEye. To protect City and citizen data, this Resolution will continue the 

services with FireEye to maintain and enhance the City’s security program. The Information Technology 

Equipment Replacement Reserve provides the necessary funds to cover these replacements within the 

2022-2023 IT Reserve Rates. 

RECOMMENDATION 

Move to adopt Resolution No. 10179 

BACKGROUND/ANALYSIS 

One of the Information Technology Department’s (ITD) key responsibilities is ensuring that the City’s 

data and technology is secure. As part of the Information Security Program, ITD manages policies, 

processes and systems to mitigate risks to the City’s systems, data and network resources. To achieve 

the greatest protection, the IT security program deploys a variety of systems and services to address 

threats and vulnerabilities that continue to evolve. 

For the past eight years, ITD has effectively used FireEye products to protect the City’s computer 

systems from unauthorized access, malware, and ransomware attacks. FireEye protects the endpoints 

– computers, servers and devices – and looks for unusual network traffic.  

FireEye products and services were selected off the cooperative purchasing options that have 

undergone a competitive process. This purchase is being made through a master contract with the 

Department of Enterprise Services (DES)/National Association of State Procurement Officials (NASPO 

ValuePoint), which meets the City’s competitive bidding requirements, and where CDW-G is an 

authorized reseller. FireEye products continue to be an effective tool in the City’s security portfolio. 

POLICY & FISCAL IMPACTS 

Policy Impact 

Bellevue City Code 4.28 provides for the fair and equitable treatment of all persons involved in the 

purchasing process. Council approval is required to award the contract where the cost exceeds 

$90,000. 



 

 

 

IT Policies 

City of Bellevue ITD Equipment Replacement Reserves Management Roles and Responsibilities Policy 

and Management: 

Replacement reserves are established to anticipate and plan for replacement of the City’s technology 

investments in hardware and software. Equipment reserves will be used to fund asset replacement for 

technology equipment and software, according to the replacement schedule, and to meet emergency 

needs, as necessary. The goal of the ITD equipment replacement program is to ensure there are funds 

available to ensure just-in-time replacement of technology equipment, thereby ensuring uninterrupted 

service delivery to our customers and providing a path to stay current with the technology needs of the 

organization 

Fiscal Impact 

Total expenditures for FireEye purchase and support will be monitored by ITD, and ITD will continue to 

submit for approval of the on-going support costs in its budget requests. This expenditure is 

accommodated within the 2022-23 ITD Equipment Replacement Reserve budget. 

OPTIONS 

1. Adopt the Resolution granting authority to the City Manager or his designee to execute a 

cooperative purchase agreement with CDW-G for security software and services from FireEye, for a 

3-year term, billed annually, with an option to extend through years 4 and 5 in an amount not to 

exceed $366,061.80, plus all applicable taxes. 

2. Do not adopt the Resolution and provide alternative direction to staff. 

ATTACHMENTS & AVAILABLE DOCUMENTS 

Proposed Resolution No. 10179 

AVAILABLE IN COUNCIL LIBRARY 

A. FireEye Quote – 2022 

B. 1471916688_CDW Master Agreement ADSPO16-130652 

 


